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ABSTRACT:  Online banking services are omnipresent in our lives. They started to be used after the internet 
was widely spread all over the world. Online banking services were really basic at the beginning, but nowadays 
the end-user can control or initiate most of the common operations that can be done in a physical building of a 
bank. That’s why a very important task to be taken into account is represented by securing the access to this kind 
of applications. Main methods usually used are represented by a combination of what user knows (a username) 
and what user has (a digipass / token to generate an OTP – One Time Password). The intrinsic characteristic of 
the user (that can be represented by a biometric characteristic, like fingerprint, iris, etc.) can also be taken into 
the account for securing access and operations signing. This paper will present an approach on using iris 
recognition (together with a username and an OTP) that can be used for achieving the goal of security 
enhancement. 
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1. INTRODUCTION  
 
 Online banking services were 
introduced in early 1980’s but the offered 
services were really basic. After the 
internet has widely spread and especially 
after 2000’s, these services were improved 
and excessive promoted to the end-users. 
The services offered became more and 
more advanced, so the security concern 
rose in intensity. At the beginning the main 
authentication methods were represented 
by a username and a static password, 
transmitted to the bank server using a basic 
internet modem connected on a telephone 
line. But at that moment, there were only a 
few users that were accessing this kind of 
services, mostly because of the 
conservative reasons (and this include the 
(still actual) fear of using a new service or 

because of the distrust in these methods) or 
because they didn’t know anything related 
to these services provided by major banks. 
 After the internet was widely 
spread all over the world, the number of 
users that were involved in using this kind 
of services was in an increasing trend, year 
after year.  
 That’s why securing 
authentication and signing methods raised 
a real interest for online banking providers. 
They tried to improve these methods in 
order to raise the confidence of the users in 
the services they offered. 
 Using biometrics for security 
enhancement is not a new idea, but it was 
not widely studied and we think that 
adding a new authentication method will 
increase the security of these services. We 
won’t insist on iris recognition method 
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because it is a well-known one, and can be 
studied in the paper [11] or in John 
Daugman’s researches – [14]. 
 In the following paragraph we 
will present the proposed system for user 
enrollment or for accessing the internet 
banking services using iris recognition 
together with traditional methods.  
 
2. PROPOSED SYSTEM FOR 
USER ENROLLMENT  
 

There exist some studies about 
using biometrics in online baking 
applications authentication process (like 
our papers [1]-[6]). The idea is still under a 
large debate and this thing can be really 
easy seen in the large number of actual 
articles about adding a biometric for 
security enhancement. 

In the following picture it is 
presented the main flowchart used for 
developing our application. It is presented 
both the bank-side application and end-
user interface.  

On the left side it can be seen the 
steps in authentication/signing for end-user 
interface. The user has to authenticate 
using a username, an OTP (One Time 
Password – generated by a digipass device) 
and an iris image.  

Also, the operations’ signing has to 
be done using an OTP and an iris acquired 
from an iris camera (presented in paper 
[2]). This flowchart is widely presented in 
paper [6], with the comment that in that 
paper we are using fingerprints while in 
this one iris images are used. 

The main differences between 
fingerprints and irises are represented by: 
(i) although irises are much more secure, it 
is harder to acquire their image (that’s 
smaller) and this thing has to be done in 
near-infrared light; (ii) FTE/FTA rates 
(Failure to Enroll / Failure to Acquire) are 
greater for irises than for fingerprints but 
FAR/FRR rates are much lower (False 
Acceptance/Rejection Rate); (iii) 
fingerprint sensor is much cheaper than the 
one for iris. 
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Figure 1.  Main flowchart for online banking operations: end-user interface (left) and bank-

side application (right) – adapted from previously published paper [6]
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In our researches we used the 
Panasonic BM-ET100US iris recognition 
camera, presented in papers [2] and [3]. 
The camera comes with a iris recognition 
software, namely PrivateID 2.0 and 
SecureSuite 3.5. We used the provided 
DLL libraries in order to acquire the raw 
images from iris sensor and to process 
them for extracting the IrisCode. The 
functions from this ActiveX control are not 
documented anywhere and we had to 
extract them from the library using specific 

tools provided by Microsoft Visual Studio 
2010 (like OLE/COM Object Viewer). 

In the following table are presented 
the functions exported from 
Irid_GetImage.dll ActiveX control. These 
functions will be used for user enrollment, 
which will be presented further. 

In the table 2 it is presented a real 
HTML example on using these ActiveX 
methods in order to acquire the raw image 
from the iris sensor. 

 
Table 1. Irid_GetImage.dll functions exported from ITypeLib Viewer 

// Generated .IDL file (by the OLE/COM Object Viewer) 
//  
// typelib filename: Irid_GetImage.dll 
 
[ 
  uuid(1A805ED1-301B-11D5-AF4C-0050046B03B4), 
  version(1.0), 
  helpstring("IridianTech GetImage 1.0 Type Library"), 
  custom(DE77BA64-517C-11D1-A2DA-0000F8773CE9, 83951780), 
  custom(DE77BA63-517C-11D1-A2DA-0000F8773CE9, 1000668118) 
 
] 
library IRID_GETIMAGELib 
{ 
    // TLib :     // TLib : OLE Automation : {00020430-0000-0000-C000-000000000046} 
    importlib("stdole2.tlb"); 
 
    // Forward declare all types defined in this typelib 
    interface IGetImage; 
 
    [ 
      uuid(1A805EDE-301B-11D5-AF4C-0050046B03B4), 
      helpstring("GetImage Class") 
    ] 
    coclass GetImage { 
        [default] interface IGetImage; 
    }; 
 
    [ 
      odl, 
      uuid(1A805EDD-301B-11D5-AF4C-0050046B03B4), 
      helpstring("IGetImage Interface"), 
      dual, 
      oleautomation 
    ] 
    interface IGetImage : IDispatch { 
        [id(0x00000002), helpstring("method Selftest")] 
        HRESULT Selftest(); 
        [id(0x00000003), helpstring("method Selftest2")] 
        HRESULT Selftest2(long lPattern); 
        [id(0x00000004), helpstring("method CaptureIrisNonce")] 
        HRESULT CaptureIrisNonce( 
                        [in] VARIANT* nonceBuffer,  
                        [in] long hwndParent,  
                        [in] short sShowVideoWindow,  
                        [out, retval] VARIANT* imgBuff); 
        [id(0x00000005), helpstring("method CaptureFaceImage")] 
        HRESULT CaptureFaceImage( 
                        [in] long hwndParent,  
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                        [in] short sShowVideoWindw,  
                        [out, retval] VARIANT* imgFace); 
        [id(0x00000006), propget, helpstring("property DisplayPopupMsgs")] 
        HRESULT DisplayPopupMsgs([out, retval] long* pVal); 
        [id(0x00000006), propput, helpstring("property DisplayPopupMsgs")] 
        HRESULT DisplayPopupMsgs([in] long pVal); 
        [id(0x00000007), helpstring("method CameraTest")] 
        HRESULT CameraTest( 
                        [in] short liveVideo,  
                        [in] short theTimeout,  
                        [in] short gatherImage,  
                        [in] VARIANT* imageName,  
                        [in] VARIANT* soundfile,  
                        [out, retval] short* nReturnValue); 
    }; 

}; 
 

Table 2. HTML example on using ActiveX method “CameraTest” in DLL  
<html> 
 <head> 
  <title>Iridian Authenticam Help</title> 
</head> 
  <body> 
  <OBJECT classid=clsid:1A805EDE-301B-11D5-AF4C-0050046B03B4  
      data=data:application/x-
oleobject;base64,3l6AGhsw1RGvTABQBGsDtAADAADYEwAA0wMAAA==  
      height=1 id=GetImage width=1 VIEWASTEXT></OBJECT> 
 <script languge="JavaScript">     
 <!-- 
 var nonceBuffer = new Array(16); 
 var imgBuff1 =  GetImage.CameraTest(0, 5, 1, null,null); 
    // --> 
   </script> 
   </body> 
 </html>    

 
 

 We used the functions provided in 
this ActiveX control in order to create our 
own application for user enrollment. The 
irises are acquired from the camera, 
displayed on the browser web-page and - 
after the successful enrollment - stored in a 
database for further use. The main 
application for iris enrollment is present in 
the Figure 2. 
 In the figure 3 it is presented the 
result after five attempts to acquire the 
same iris image. If the Hamming distance 
(presented in John Duagman’s papers – 
[14]) between the generated IrisCodes is in 
the established limits, than the enrollment 
is successful, otherwise the process will 
start over. The user can click on any image 

already acquired and then that image will 
be acquired again.  

After the enrollment is successful, 
the user can click on the link on the bottom 
of the page in order to go back to the main 
page (in case of enrollment) or to access 
the online banking application. As it can be 
seen, this page can be used especially for 
user enrollment, but it can be easily 
adapted to be used in online authentication 
(only 2 iris images will have to be taken – 
for example – when user authenticates to 
online banking services). 

The main idea is that only iris 
images that will pass a quality test will be 
taken into the account, and this can be 
done from software parameters (thus, 
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many images will be taken but only the 
one that can be used for personal 
recognition will be used; presented iris 

images are ready to be processed in order 
to obtain the IrisCode). 

 
 

 
 

Figure 2. Iris enrollment software 
 
 

 
Figure 3.The software after successful enrollment 

 
 

5. CONCLUSIONS AND 
FUTURE DEVELOPMENT 
PROPOSALS 
 

We proposed a iris-based 
authentication method, together with 
classic username (in order to do a 
verification (1:1 comparison) instead of a 
identification (that’s 1:σ)) for raising the 
security in a online banking application. 
The main problem is that the iris camera 
costs around $100 and it should be 
provided by the bank. A usual webcam 

isn’t suitable to be used in this kind of 
applications because the iris image has to 
be taken in near-infrared light (especially 
for black eyes, that won’t be possible to be 
enrolled otherwise). This method is much 
stronger than the methods presented in 
papers [1]-[6], but it has its limitations, 
related to the fact that a small object (iris) 
has to be acquired from a significant 
distance. Reducing the cost of the sensor 
will lead to a greater acceptance from 
banks in using this method. Also, many 
other researches can be done in this field, 
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especially when talking about recognition 
methods, for example. 
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